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3-1 G145 —brox1Configuration 7?7 ’UJIC#ER:
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S @d O

Network Service Other
MAC Address
Firmware Model
WiFI Firmware Version
BLE Firmware Version
Network Mode

WAN IP
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Hidden @
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©
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WiFi Firmware Version
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G1 T—b T HEERDORY ST —IODNRTIEINE T, Wi-FilEGRRIGS(E. "wireless" RSN, &
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3-2 BLEZRN\F1XT7—5IN&%

G1 T—bITAFEE & PRNIA X T =Y ZIREUHIT XV D —ONHRAAREICR D & T IAIVNTIIBMTRIOEE TERI N —NICT -5 ZXELET,

Gl —brIIAIC&>T7ZYTO—REINBZT—HICIE JSON EFIDT—4FR (long & short DF—9FREESL) &, Binary AT FIb-
N1 -F—=5FR (long & short DTF—YHERZEST)D 2 DOFERARHUET,

G157 —bIIA1E. T I7AIWET JSON-LONG 7A=Y EFRUTH—NIC7YyTO—RUET RBICEREINEZGT —~ I T4 DEEEH
INEVIGEIE Binary 74—V YHMIHYWEBZ S ENTEEXT,Binary ERXDT7—4%E(d. JSSON 7—9HRD 2 BLLETT,

8 = o
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Filter by rssi
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—/

Filter by raw(regular expression)

Filter duplicate data By
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D
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&R
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RSSHETT 15U

EERENZDE (dBm) FUAREVNT—IDHETY TO—RUETAENAATNTVRWNESF T1IL5UDT
MTONTVRWZEZBIRULE T MBI -100 < rssi <0 TAATEET,

Bl: -67 ZANTBE.-68 LLIFDFBLMESIE—NICP7vTO-REINEE A,

Filter by mac
(regular expression)

MACToJ4IL5) T

BLE Mac MDIERFIRF: AC23 Z7zId& OCEF THA% % BLE mac T—9DHEZELZVEE. ERFRRIERD
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7F: CZCOBLE mac TlIIAXFENWERREITNT, JOVERRITNE A

Filter by BLE name
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FTIAINESTE —]

Upload gateway
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Fig.33

Filter by raw
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Status Network Other
Generic MQTT Scan
Filter by rssi
Filter by mac(regular expression)
Filter by ble name(regular expression)
[ AEVST }
Filter by raw(regular expression)
—> RR=ITPRNGAXT=IDIERNET—IN\ADT7y TO—RFE SR
Filter duplicate data By
[ YES mac }
Upload without BLE data “unknown” &”gateway”’ D7 R /INFA X T7—FDHAWSA 7Y TO—RULET,
NO
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Upload S1/S3/4 "YES” [EAAEERSTA R TIEHR—MMMNIRVYET,
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Fig.34
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® PRINGAXT =Y DIRRT—/I\AD Ty TO—RAE

3-2 HD"BLE7ZRNFA X7 —FYRE" TlE. Fig.34DFilter by BLE
namelZ[TEVS.x]. Filter duplicate data I[C"YES" &R EULTLET,
CDEREIIFig. 35D L5 YUHBGE"RS-BTEVS1” BLERIEEEZ D 7RIN
AR T —IENZEN I —I\ATPYITO—RTIEHDHRETT,
RS-BTEVS1I&. Advertise Device NameM"EVS-XXXX"EWSZRIT
T RINY1 XER150ms THRIELVLTULET,

TRINIGARXZEZFRIET DT I\ 1 ADNEREFEITDIRIECIEX. T IAITIEGT
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WEEURWETDTNARADT =Y EH—/I\ATYTO—R9 D EEEAHNF
G302, T4V D THRENETI T,

BoOMNNIR)TUEWTF NI ZINRS-BTEVST1EIREL. DT RINIGAX
T—=IDHEIT1IVIN T TBDENTLEVS.#]EIBELTLETD,

3-518" MQTT 72tR“DLIIC. H—NIC7yTO—RI3/RZE1DICE
EURGE.G1T— I/ F 1 DEICRAF v U THRESNIZT7RNYI T —
FELTH—NICP7YyIO—RUET,
BE—TF/INAZADNSDTPRINIAXTF—FIF—D&T DI, Filter
duplicate data ZMAC7RL X ZEIEELV"YES ICERELTLE T,

2 0OBTEVS1Z&#{ESE
G157 —hITA TV RI\5A
AT —HEAFv>

EVS-A15F EVS-6068

)

LD T4 IR ETCloudWatch ETOJT7—9 %19 5&. Fig.35MLDIZ2E
DRS-BTEVST1EUIDREIC—D DT RINIA XTI —NIC7YyTO—REINTLDRZ &
SR TEXT,

Cloudwatch » O44JL—7F » CloudWatch Logs G1_Group » All events

Og4~R>k | C || 733>y v || s—usoeme
FTOIILG—)\—=ERALT. OF1~> MRADEE. B8, EosErEascssd. JoL8—/W—nEEl
‘O, AR BE TS — - Enter F—ERLTER H 143 =351 ‘UT[ LA LT— H Eor i 4 ‘ @
» B LRI T | Awt—v | oJRRU—L%
v 2024-85-23T@3:16:11.3487 {"status":[{"timestamp":"2824-85-23T@3:15:11.3632", "t.. CloudWatch_G1_Rule-501630957
m!
"status”: [

“timestamp”: "2024-05-23T03:15:11.363Z",
"type”: "Gateway”,
"mac”: "AC233FC16FD5”,

"gatewayFree”: 87, .
"gatewaylLoad”: 0.37 -EI\E DeVICe%

h

o “EVS-A15F”
timestamp”: "2024-05-23T03:16:11.1032",

| "type”: "Unknown”, |

"mac”: "C10DOCO8AT5F”,
| "bleNo”: 0, |
| "bleName”: "EVS-A15F”, |
|

"rssi”: -50,
| "rawData”: "031940050201050CFF600BC302060606061001360A084556532D4131354600"

"timestamp”: "2024-05-23T03:16:11.1512”, |
"type”: "Unknown”, I
"mac”: "E254DD696068”,

| "bleNo™: O, |
"bleName”: "EVS-6068”,

| "rssi”: -43, I

| "rawData”: "031940050201050CFF600B0403070707071101370A084556532D3630363800” |

S — — — —— — — — — —— — —— — — — — e e e

1,
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B HBDevice%
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3-3 Scan Parameter %

Scan/\VoX—%(&. BluetoothTI 1—ILDRF+ U EREHFLE T DEICEKRET DIHICFERINET,

od )

Status
Genernic

Active scan

Scan Interval(5ms~100ms)
100

Scan Window(5ms-100ms)
100

IHE#

B

Active scan

TOTATAF v BT ISRIEFIVIEANET,

1.BLET/NAMZRDT7RNGAZXT—=5 IV bIlE 2 BERHYUE T, TO—RF v AN YREZAF v UIRE/INT Y,
TJO—RFv AT YMNE BLETFNNARICEKDTPOT4TICTO—RFYRAEINE T, AF VTN OIANEE
EURB.BLE 99NN IIRERETDE AFVURE/INTY RNV T(ICTO—RFHINEINE T,

2.G1 T—r2x14D BLEF N1 RADRFv UEBRIE. ZNICINU TP T4 T AFv &N T XFv2D 2 DDH
AT FNET, 7OT147 AFvIIRNE/INTYRDEKRZ BLEF /N1 RISGEEFEUVEITN, /NPT AFvUlE
TO—RFv S NTYEDHEZEL.ISE/INVTYEDEKRITEELVFREA.

3. BLET /M ZANSE/INTYRZEZIFv I URWESE. CDINTX—49% NO ICRETDE.BLE JO—RFv XK~ /N
TYRDRAFv L—bHELELET,

Scan Interval
(5ms ~ 100ms)

5ms = 100msTRFv URREIEELET,
AF v UERERF VY AFv Y D1 URIISHATINET,

Scan Window
(5ms ~ 100ms)

5ms =~ 100msTRXFvUWindowziEELET,
2FVD TA4URT NSGA—IZIF Y IERIN A=Y LIVKRELTIZEETEFRA. 2 DBRFEULWISEE. XAF v
(X 100% ISEUET,

Fig.36

Break
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3-4 JSON Data Format

G1 T—rITA4MFR—FLTL\B Bluetooth /N1 X CIE. 2#EMR iBeacon T/\1 X, S1
to—.S3 U —.S4 U —AHVUET . CNSDY1TDBluetoothT /N1 ADF—4(2H0
AT, Bluetooth®# I+ ILF—FHBUnknownT—7 I XNy O—RIN. T—/I\BE
TIN—RATEBLDITEDTULET,

F. Gl —brJIAIC&>TP7yTO—REINT JSON BEHIDT—I THD_EZRITZHIC,
Gateway EWLWOT—9591/THEMEINTLETD,

(ER)

AREM TR Tl LEED"Gateway”fgiHiE"Unknown” F—5 DA =FIBAULE T, iBeacon T
INMM A ST Y —.S3 o —.S4 o —([CDVWTIEFRR—bhERYET,

e e e e e e e e e e e e e e e e e e e e e e e e e e e e Ee e e e e e e e e e e e e e e e e e e ey

{

"timestamp” : "2020-01-14T03:54:09.62727",
"type” : "Gateway”,

"mac” : "TAC233FC0211B”,

"gatewayFree” : 86,

;gz{atewayLoad” :1.96

"type” : "iBeacon”,
skekskskeskskeskeskskekskeskskekskekskskskekskekskskskskeskskskskeskskekskeskskekskskskekskskskeskskek sk
ZDIM T & A —EZTIEHR—M DTz BE

skekskkskokskekskokkekkskkkokkekkekokskokkokkskkskokkokkekkskokskokkekokskokskok ok

”_’type” : ”S—I ”,
skekskkskokskekskokkekkekkkokkokkskokskokkokkekekskokskokkekkekokskokkekkskskskok ok

JSON Data Format 27Ul

N e e e e e e e e e e e e e e e e e e e e e e Em e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

— ZDIAF &, K —E 2 TIEHR— A DI H BB
IE E :g EEEH skekskskeskskeskekskskskeskskekskekskskskekskekskskskskeskskskskeskskskskskskskskskskekskekskeskskek sk
timestamp | ISO 8601 time7#—<vk SR
mac MACD1 6#BAX IR, 91 T HiGateway DA, mac? RL ARG 4=k a0 I
MACTRL X, ZDHfidBluetoothT /N ZOMACT KL ZERYET, SR
bleNo TO—RFv RN U7y hEBlUetoothE Y 1— L OB HIRES NS, 7' — R T NSO
5 R Z 4B A [ 0 A BB ZDIAF &, K —E R TIEHR— A DI H BB
0) B lu etOOt h :E e } Ijb\ 35 %iﬁﬁli,z'%\b\M\gT a_o skekskskeskskekeskskskskeskskekskekskekskekskekskskskskeskskskskskskekskskskskskskskekskskskekskek sk
FDTIN Iy R TCERVMESRZE T FE & HhA
bleName BLEYA 7D T I\A ZANFEL, BT T RVGERIETEXFIERD Mimestamp” : "2020-01-14T03:54:00.6442",
rssi BLEFT /N1 ZDrssizaE "type” : "Unknown”,
— — ——— — - "mac” : "OF030ED2BBOF”,
rawData BLEPRN\IA XTI DAXZEDN16:EHTREET —5. 7 /1 ANRUnknown DG &(ZTF "bleNo” : 2,
Ea—5° ”bleName” : ””,
. N " "rssi” 1 -72,
gatewayFree T—RITA5%XE! (BAI:MB) “rawData” : “IEFF0600010++++-- 8F143E042F”
N }
gatewayload | ¥'—btoI1E%
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3-5 MQTT 72tX

Gl T—hrOIAFRE. O—HIEEZIFAM Y=V EDT—INERETBRIZHIC.MQTT.HTTP,. TCP xvrDJ—o ORIV ZE S R—FULTWET,
H—NNDT7—FFOF (20U TEYRRY N0 ORIV EBIR TS EITN, MEEAMRTHR—ETDIDIEIMQTT O IIVDHICIRY FEFT,

%1.G1 —br;o111F. TBEERICT I4)VETYunliwu®Tag Cloud IoTH—ERICEHINTUVWET G155 — b IT1IE. TEELTT IAILETYunliwuli
TTag Cloud IoTH—EXREDVYV—ILRERINTWVWBRS —rITADT7 TV T—23 0% KB ITDIENTETEITN, MEE AR TIEHR—FRUEE A

=B D o | MQTTPOEREERTSHA. G1 7'~ NITA1E BENICBLEP RS X7 —9 % 7y TO— KU, UE— NIV REIHOMES
MQTT Filter Scan | HIR—cUTWVWET,
Protocol | G1 —=hJIAXMQTT 3.1.1 7O JUEET —N\NETIR—EUET,
MQTT | B 7ORIVICDOVTIE.MQTT 3.1.17O0RJIVRF 12XV ESEBU, SRl
[ Upload Interval ] I http://mqtt'org°
e
1 Minute
BLE Data Format —
JSON-LONG IEE% EEEE
Protocol MQTTZiEEULET,
!5 Upload Interval G1 =t ah595IRAUpload 931 09—/NVICEIEE. T IA VNI TIN, BEEREE
BUTH—ERICERE A9 —/VVICEELTLIZTL),
G157 — MITA D= NICEBH OB T RINAA XFT =AM Upload hMaENEd . Upload Interval TIETELIZIEIS
SAE TERENFEELFT,
BLE data format Gl T—hrIIAIC&>T7YTO—RINBT—FICIE.
JSON-LONG (7#)UkK).JSON-SHORT. BINARY-LONG. BINARY-SHORT
DADDERNHYET,
Fig.38 \

19 ERT7YIO0—-RIBLIEHELTVET,
CHAINZY -EXORB(CLDiEY) B REIfE%E
RELFET,

Bl - [®8RrATOC Systems, Inc. CONFIDENTIAL



http://mqtt.org/

3-6 MQTT With SSL Method

MQTT 72tERZFERTBDHE."SSL”"EULIE"TLS” ORIV ZE
BIRTDCENTEFTIN AMEERAMRTHR—ET DI SSL”
DHIRVET,

Url/NSX—=5DOROY TSI IV RNT "ssl://"Z8R Uz R
INBNSA—=IZFERLTGT T—rITAANDOO—RIAEZRTE

00

oa o
Status Network
Generic

LET,

I SSL#R

ts.iot.ap-northeast-1.am

Proxy

RR—TTIRI3DD
HIL =Pk Pl et-3/N
UUpload

socksbSh:// v

File Upload Method
FILE

File of Certificate trusted by client@

Choose File | Upload

File of Certificate for client to present to server @

a1db9f5b01c55afafi07e375cc IS plele NI SRN N o/ [eF:Te]

The client's Private Key @

a1db9f5b01c55afafi07e375cc ISl LN (RN o/ [ ETe |

The Password of client's Private Key

—

AmazonRootCA1.pem

Fig.39

HB# 5RA
Url MQTTH—/N\DURL%ZE “ssl://"ZIBEULTEHRELE T,
T J#)Ub: tep://tagecloud.minew.com:2883
¥
2-418 “AWS IoTOURL” ODIVRRAINIETRZINNE
azn gpt-ats.iot.ap-northeast-1.amazonaws.com
Proxy MQTTHsockets 7OF 5 —/IN\DEvh7YTETVET

File Upload Method

KBEARTHIR—bF BMethodlE, "FILE"DHITBI F T, "FILE" ZFIRL
T,

USB: USBZEAUCGGEREZ7YT0—F93

HFS: HFSZEERUCGEREZ? Y 7O0—F 9 5 (Http 77 1)LHF—/Y)

FILE: J5OFRATIHREZ?Y TO—R

File of Certificate
trusted by client

USB 714 X2 /HFS A®M CA SERRED T 71IL%&

USB: 7—bIxAdERAET 7)V&E USB T4 XIDI—hT 1 LIMNIICERY
rj\JD_Hjﬁo

HFS: —bOTAIEEERET 7 IV%E ${Urlpath} NRICEZESYIO—-RLET,
FILE: G157 —hDxA1E TSSOV ERBL CGGERAE D 71L& O0—-RT 3,

File of Certificate for
client to present to
server

USB 7«4 XJ/HFS AD T —cITAERED T 71L&,
USB: HFS: FILE: D3RAA&R

The client ’s Private
Key

USB T4 XJ/HFS ADF—T71ILDT 714,
USB: HFS: FILE: DErEA&RS

The Password of
client’ s Private Key

FT—=RITAEEBEDWERNESIEINTVBIBEE. CO/INRT—RZERET D%
EhHD,
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SIAELF—=SorO0—F X

EREEF—ESoO-F
s - I IET AT O~ FEEUA R P—ILL T, AWS loT EESICRTS
CIo. FREHTHILO— KTt $—I7 MU oRT

F) (7 ZEERAE M HywO—F

a1dbSf5b01c. te.pam.crt @ 00— Farsim

A TOIBAS0F-—IF L ES L LO0- FTEIOESENTT. ‘

MUy 2F—T7 L M {;",'JZ?EI—F
al1dbSf5h01c55afafa07e3 7. 1ab4B27-public. pem. key

2-215"REDERREY U O—R"TY o0~

READTEEDT7IIVEIBELET,

® 7 /\1REFAAZ

® JSANR—F—T71I

® RSA 2048kt whkF+—:Amazon/L—~CAT1

Finished 1o upload the file

UploadICRIhd &M
Xyt —IDBRRINET,

XXX+ **Xxx-certificate.pem.crt ]

TSAm—E—T7 ) 5| Aywo—eE

a1dbof5b01c55afafo07e37...ab4827 -private.pem. key

@ F—=ForO-FLELE
JL— I~ CASTBAS
BRALTVET—FIFlr hEBE2-
Do O—RELTCES iB
Amazon EEH—EZ T EAq M 49>~0—F
RSA 2048 2 b=F—: Amazon JL— b CA1 @ 50— FEim
Amazon EEH—EZ T FAA M 4o>o0—k

ECC 256 W k& —: Amazon JL— I~ CA 3

RERL— b AERSFTTCERESNTORVEETE, AWS 10T TIHL— b CAFE
ASETENLTRETEST. CN30L—F AERSRER. FAOY/-A/FT

XXX+ * *XXX-private.pem.key

AmazonRootCA1.pem ]

B = El ©

Status Service
Generic Filter
url
ssl/f ~ ts.iot.ap-nprtheast-1.an
Proxy
socksdh:// v

File Upload Method
FILE v

File of Certificate trusted by client @

;[ AmazonRootCA1.pem Choose File

File of Certificate for client to present to server §

\‘[ a1db9f5b01c55afaf907e375cc @ (el SNl

The client's Private Key @
*[ a1db9fbb01chbafaf907e375cc el =N

The Password of client's Private Key

ASTEET. B
mn 3-618 “MQTT With SSL Method” s Fig.3B
Fig.3A BHUCTWAREHD2 DD AEZE—D D F—
' T71IEIBEL. TNxEFNUploadUE T,
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The Password of client's Private Key

Client ID

Qos
0

Keep alive interval

IHEA Z5iER
Client ID MQTT ZORINICED>TERINDISAT7UNID IF. 95147280 ID T,

T I#)b: ${gatewayMAC}

${gatewayMAC} IZ. 7—hrTJ114D MAC D 16 #EHDINIFFRXTT (fl: aabbcdeeff)
Qos MQTT ZORIIVICE D TERIND QoS LRI,

QOS=0:Xy—IZKSAREMENSGY (TT7IVH)
QOS=1:XvE—I DEEZEFRIELVEINEBA Y E—IDFET DEREENHYQoS=2: Xy E—INERET
(C 1 BEfZFERESNSCEZERIL

Username

Keep alive interval

Keep Alive [FWEBEAIDERTT . EET DX VE—IHRVEE. 7517 VML Keep Alive DEICHEOTE
HWICN\—rE—F Xy E—IZ2TO-A—(SXEL. TO—N—DEERZEVIMURVWESICLET,

Password

Username

MQTTZORINTERINLEI—F—F

Status Publish Topic

Password

MQTT ORIV CERINLES{ETORIILDINRAT—R

Action Control Topic

Status Publish Topic

T—YENEVUTRHT B HDRE YD

BLE 7—9Z /RT3 —rTIT1DLEY D

T IA)b: /gw/${gatewayMac}/status$

{gatewayMac}E. T —rITTADMACDH16 HENXFHATYI (/gw/aabbcddeeff/status %4&),

Action Control Response Topic

mm

Action Control Topic

HEIY I RXyE—IDREY D

UL TR ITAOEEHIY R EZETDIHITFERINET, Xvt—I1d JSON XTI, IRTE.
lrestart] AN RDOHFDNTFR—FEINTWVWET, T I
/aw/${gatewayMac}/action${gatewayMac} &, T—rTTA4D Mac D 16 EHD/NXFEFA T
(/gw/aabbcddeeff/action &),

Fig.3C \ ‘JXW

REIC"Apply’ZE 01 )y I LK,
BENELSTETUTWLWNIK G1T—hD A&
AWSIZT—=9D 7y F7O—RZ/IELET .

2-618 "O0J T —9DHER" [THe> CEEINICT v T

O—FENBT Y ZHBLTIZE,

Action Control
Response Topic

IV RS ZEFHIEHT B YD

NUET =IO TAAFE IV RIZRE T BHIERIN. Xyvt—IX JSON B TS, T I4)Uh:
/aw/${gatewayMac}/response, ${gatewayMac} I&. 5—rI 14D Mac D 16 EHDNXFFAT
9 (/gw/aabbcddeeff/response 2&),
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3-7 Wi-Fi PO RSV M I S

Wireless 7 [ @ Wireless [ @

TEDFIETGT —rITADWIi-Fi7oEARAE ——— Profle bt
A@E.i%‘lﬁ'b \ 353_0 ap_only { . 138 ﬁ 8 ap_only 8
X?Otz Tlé\”f D I\/\o)?fﬁi ‘j’lz,b\\;;l: T 3_5 é: A 7m t 0)?& E::::j(a Wi reIeSS%L}R 2 E::’:zj(acwe profile) 2
YRS N7 TUNSIEOT P INRREICRYU KT,

Available Access Point Available Access Point
aterm-df1587-g aterm-df1587-g
<Please select AP or enter SSID manually= ssid: aterm-dF1587-g
Kikaku-Test3 bssid: 08:10:86:AE:48:F2
aku-Tes! encryption: WPA2 PSK (CCMP)
TP-Link_1792 signal. -12
. hidden .
channel: 1
Available Access o e
H __BEE Ty
PointO—& &t SSID SSID —
2 /N 3 aterm-df1587-g aterm- -g
D7 VAN > MeiEIR
BSSID @ BSSID @
Encryption Encryption
\ ! ° WPAZ-PSK Fofsharirg T naheoni Senac
WPAZPSK TR b
Cipher _ Cipher
oo DF—%AN o
Key L Key
o arsssasarsane o F|9.3G
Proto Proto
dhep dhep

“Save Profile’Z=')woU%Ed,
FEEDERAVE—INRRIINET &
NEN"Apply”. “OK" &2 )y ULET,
G147 —r2T11EWindowsPC & DS
Y>T. PORARA I MDESGICHRITUE T,

* Primary DNS Address
8.8.8.8

* Primary DNS Address
8888
Secondary DNS Address

Secondary DNS Address
114.114.114.114

114.114.114.114

Network checking(failover) @ Network checking(failover) @

Save profile Save profile

Fig.3D Fig.3E U
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g S

Ethernet

Wireless O
Profile list

ap_only

untitled{active profile) -]
untitled ’

Available Access Point
aterm-df1587-g

ssid: aterm-df1587-g

bssid: 08:10:86:AE:48:F2
encryption: WPA2 PSK (CCMP)
signal: -18

channel: 1

S3ID
aterm-df1587-g

BSSD @

Encryption
WPAZ-PSK

Cipher

auto

Key

Proto
dhep

* Primary DN5 Address
8.8.88

Secondary DNS Address
114.114.114.114

Network checking(failover) @

Save profile

® Wi-Fi7 7R MEkEEE DA

HEA BllE
Available Access Point FEEICHBWIi-Fi7 ot RR1 U hDSSIDE—EBFR T
SSID BIRINESSIDEERT

BSSID G1 —hr2114H BSSID DH T AP it I DL D ICHIRLIZVIGEZRRE . CDINTX—5ZEI17PL
THNTLETLY,

Encryption ERIT SRS AREERULET

Cipher Wireless Security BES{E ORI TOBET J4)VN auto” THEULETD,

Key BEIRUEWI-FI7OLZRAI U DBESIEF—(INRT—R) ZRELFE T,

Proto DHCPE—R.RFT4VvIE—RDEESZEFRATEIMERUVLES, 7 74 IVNEIDHCPE—RTY,

Primary DNS Address

BT SDNST7RL R TT74JVHE"8.8.8.8”

Secondary DNS Address

REDNSTPRLR 7T4IVHE"114.114.114.114”

Hidden property of ssid
(failover)

SSIDICx N9 dHiddenE .,
TIAIVA—IN—EEENR B RIES WIi-FIi7oEXR10D hidden ZO/NTAEZZEURVNTETL,
DIAIA—IN—EBENRWI-Fi7 oA RA UM ZERDIFSNRVWAIEEENR BV ET,

Network checking
(failover)

FRTBIPTRURAFRZIERAMIE TJTMIVA—/IN—2 VD —2 REIZFERTD IPPRLU R,
DTIAINA—IN—EBENRBC D E T — M ITAIZDHRESNIZURL/IPZFERLT. COIPICpingZE
EETDNWEBR—IDURLICEH LU T, CORYMRRY CDESHEEEZEERAUVE T REXEDEXET
X I—brZEFTVIITBADVICERELANEGRDAZ=F TV IULET,

Fig.3H
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3-8 Ttk EIRE

® LED Configuration

O

ZD6ELEDD AT
ZITVE T,

88 s &

Status Metwark Sarvice
Dizable leds permanently

Extended leds activity

Leds scheme of unreachable netwaork
Scheme

Brightness

Display Time(in secands; 0 means forver)

Apply

Fig.31

IHE#A

B

Disable leds permanently

FIVIEANDELEDITHETLET,
T=bIIADVRTLARNA VIR D2EEDHRUIT T B VAT ANTEISEEURITHIT T 5.
T A IS ENTARRE T, LEDZ RITUE T,

Extended leds activity

FrvoE ANDELEDIZERRBEISITUER T T IA AT NIZIRE T, 10BENTHTUET B
U.G1 =t —NICEGR TS RVSRIENS—LEDMNEIFEIC=4TU, EELE T,
*:"Disable leds permanently” MF TV IINTUVBREE. COT1—ILRISEHNTT,

(in seconds, O means forever)

Scheme G157 —bro T —NICERINTUVRWES., FIBRERE BN EHY T,
H5—LEDE&: 6&LEDO—FT—3a v LYR. AIO—.RJMk &HE A

Brightness HS—LEDDAZTET1~25ICHEIN. 25N READ L,

Display Time TR B CRELE T 02T DS TUIREFDIREICRUET,
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® Time Configuration

1. Synchronization Using NTP Server

DAL=V ENTPH—N\TPRULADEAZRECITET . JTTIIR—IDIZFDOM I DRFEERER T [91L =2 (F
TAIVNEIUTC) ENTPH—/N(F TV FopenwrtDntpt—/\) 25 E TSI £ T, openwrtdDntptr—/\) Z:%
EUET A "Apply "MEE IV IULTCEREET TUE T ERET T T, I<ICHEMICRYET,

T IAIEDUTCHA LY —IIF0FM L =TT,

AL —IDRDIILY —IICHDBEE UTCIITLY —VBSERETDCENTEIXTHIZIKX UTC-8ICERE
T2 R/ —UDIA L —ITTRY i@“o

AL —IDAEADIA LY — IR ETCETDIEARIF UTCHIILY — B SICHRETTETHIAIX. UTC+8IZER
EITDE TS —DIMLT—ICIRYFET,

Sync interval —/N\&EDBRZIESRIRERUE T FIZIE60ICKET D&, T—/NEDEZIREN T E(CBE
MICITHhNET,

FALT = DFFMEREIC DL TIE,
https://wiki.openwrt.org/doc/uci/system
= EBLIZTL,

2. Manual Time Setting

Gl —bIIAMIRTLADORBEEFENCTHRET DICIEL. [Apply with host timel ¥, £EULIE[Apply]lih%
D) OULERT,

REOEZIIS— I TMIRTLOBLAERRUET,

[Apply with host timelZ2')wo93E. T—hITA(E TSI NRHBDHRA DL Z/ERNICES L. 7 —~
JIAICEZZEREUED,

Current time:
Method of setting time

Sync system time with ntp server

Timezone

Mtp Server List

Sync interval(s)

Fig.3J

Current time:
Method of sefting time

Set system time manually

Timezone

Time¥ Y Y-MM-DD hh:mm:ss)

[Apply with host timel&2Uw o332, [Timezonel/SSA—5—FTSIHFhBBIRR DALY —>
ERUIA LY —UTRINERYE A
[ApplylZ 20Uy od 5. T—hIIAET — oI/ CBEINERLDEXZ T — DT/ (CREHVE T, Fig.3K
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® Automatic Management

[Automatic Management]#gelE. [Automatic Reboot] (BEBE&EH) &[Timing Reboot] (#1113~
JEEE)CHIFTENB,

1. Automatic Reboot

T IJ#I)VR Tl Automatic ReboottgEITEN T,

H—INEDTELEGERIC, T — o T —/Uh s —ERFEU YIRS N5 E (VA — /N 2135 —~
JIAMICERATBDEHER). T —r I IE[Watch Dog Timeout] CIEEINZRREINRIAT 2 & BEIMNICBE)
LET,

T—hITAHOBEFHINLE. T—/N\EERINTLWRVLER. T—r I I/ (IBEBEEINEHA. BEIHS
BEEL. RP TSN TLBRBICOAMTHONET,

2.Timing Reboot

T IAIVRTIE. Timing ReboottREIXEMNTT,

COOMEEEBMNCTDE T — I IAIIIEEINRAIICHEESUE T (CORZITERIND 1L =1L LA
BIDAYMLIT4F21L—320DFI1L)—2UTT),

Automatic Reboot [ §

Watch Dog Timeout(5~36000s)

Timing Reboot [ §

Sun Man. Tue. Wed. Thur. Fri.

Current time:
Method of sefting time

Set system time manually

Timezone

Time(YYY-MM-DD hh:mm:ss)

Apply with host time

Fig.3M
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® Firmware Upgrade

G1 5—b;ITAIIWI-FIEY2—)LEBLEEY 21—V THEHRINTWS=H.G1 —hoT1DO7v TS5
L—RICIEWIi-Fid7—AD I P EBLED 7— LTI 7PHEFENDTT,

PV IIL—RTOERTIK FITBLED 7— LD 7E 7Y TIL—RUCRICWI-Fid7—LDI 7%
PYVTIL—RITBDIEEHEUET,

TP—LDIT7DIN—I3UNRERDE HEEDREDTY TILU—RICHIEL BWEBICIHU GRIRTEFE
E

FICDOVWTIX O RDEZESRUTSIEE L

Firmware Type
WiFi

Current Version:

Upgrade Method
OTA Upgrade

Save current confiquration
Version number

Upgrade

Fig.3N
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® Troubleshooting

Gl T—hrITAMDORYNT—0 -0 J4F 2L =3B EBNE DN ZEER T BICIE. pingdV IR E
traceroute OV RZEFELET,

ping AN VRERYET—oOMNTOVIINTUVWRUWNE OHDZEHERT D HD—ERIVY R T,
traceroute IV URIE, T—F /N Y RDELE T RURICERET DX TISEBELIZIV—F— traceroute VY U RIE,
TF—=H N TYMELETRLURICEET DX TIHEBLEIN—Y—ZFR KU HEDH D/ —REFEITDENTE
353-0

CD2DME ZD2DMFKL—HEfEDONE T,

1, Ping command

Pingld HEESNI—T Y- PRLVRICPIELATESHEDINEHMTL. T —bDIA - RY T —IICREDN VA E DN ERE
THEHICFERTN

2. Traceroute command

Command
ping

Max time to execute command{seconds)
5

Number of packets sends only
1

Host/IP

www.baidu.com

L [ ]
tracerouteld. FE5E 7 RLAADT—5 /Wy hDIV—TF « U TREEF Tv L. BN S 3./ — R ERET B ENTE S,
p—— o Fig.3P
Max time to execute command OV RERAETEBORE(5-120) BALEF. T T4 IUNEEFH
Number of packets sends only EENTYNI(1~50). T 74U
Host/IP F—TYEDRAREITTRLU R T I4IVRE www.baidu.com
3. Reboot the gateway
Gl ¥—boza4%)T—FUET, )

1.Reboot the gateway Reboot
4, Factory reset 2.Factory reset Reset
Gl —brIIAICRESNTEARABRZL TV PULTCIBERIEREICRULED,

Fig.3Q
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Bl =01t
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o EARMHk ® STk
1HH {TRkIE
= Sl ®150mm
5 15549 /—
B USB o—JIL 1R BT L —bt&lm@E
F—7 2tvbh R 2KREBETI—
EREX DC 5.0V(£5%),1A / &K5.5V
EMEREEE -25~65C S (7752 | I N | 5 I ) I B I
}EEEEH Max.95%RH {BU.EELRWNC &
R EEEH -40~85C
R EEEH Max.95%RH {BU.EELRWNC &
TER RS 30mm
—> <
- |R|210-206999
-
Fig.3R
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e Bluetooth RF %§%

e Wi-Fi RF %%

I5H

1k(E

I5H

1k(E

Bluetooth

HERRRINE

Bluetooth 4.0

[ERER

2.4~2.4835GHz

RS

GPSK

EHES

+4dBm

SIERE

-108 dBm @ 1Mbps, 0.1 %BER

Scan IEEEH

#9400 /Ny b/#

BELOY

FE K 300 m (R@EL)

Wi-Fi

JOrJb

IEEE 802.11b/g/n

FEIRER

2.4~2.4835GHz

EHEN

typ.17dBm @802.11b
typ.11.3dBm @802.11¢g
typ.8.2dBm @802.11n

Up to 300Mbps @802.11b
Up to 54Mbps @802.119
Up to TTMbps @802.11n

E(EEE

2T2R 300Mbps

RIEREADLANIV

-87dBm(typ. with PER <8%@11Mbps)
-70dBm(typ. with PER <10%@54Mbps)
-70dBm(typ. with PER <8%@MCS7)

XH
il

SRAEL

270M  -61dBm@10%PER
135M  -65dBm@10%PER
108M -68dBm@10%PER
54M -68dBm@10%PER
1TM  -85dBm@10%PER
6M -85dBm@10%PER
™M -61dBm@10%PER

EEE VRN

DBSK,DQPSK,CCK and OFDM
(BPSK/QPSK/16-QAM/64-QAM)

xwkoD—oZOR3L

HTTP(SSL/TLS)/MQTT(SSL/TLS and Proxy)/TCP

tF1)T1E—R

WPA-PSK/WPA2-PSK,WPA-EAP/WPA2-EAP and TKIP
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4-2 BLE7 /NP1 XAxtivEm

LUHDBLE7ZRNYA AW ISERITTEICRYFET PRINIA AT =Y TA—YMIRIETTEEDURLEW Y O O—RTDIENTEET,

BLE7 R/\51 X m EFIVES URL

Bluetooth ‘Itz 17— RS-BTEVST https://www.ratocsystems.com/products/sensor/airco2/rsbtevsi/
TV ESHREHEAY—NEREET | RS-BTTHMI https://www.ratocsystems.com/products/sensor/thermo/rs-btthm1/
BluetoothDwhFIvA— RS-BTWATTCH2 https://www.ratocsystems.com/products/sensor/watt/rsbtwattch2/
Bluetooth HRAE— RS-BTDS1 https://www.ratocsystems.com/products/remocon/remowifi/rs-btds1/
AN—hM& RS-SCBTN2 https://www.ratocsystems.com/products/remocon/remowifi/smaliaop/rs-

scbtn/
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